
 
 

 

IAM Shield Agent - Usage Instructions 

 

Automated Invocation 

 The IAM Shield agent has a pre-configured instruction trigger embedded. 

 This trigger automatically initiates agent activity every 24 hours to perform scheduled 

assessments. 

 Users receive up-to-date IAM posture insights without any manual input, ensuring continuous 

monitoring. 

Manual Trigger 

 Users can also manually trigger the IAM Shield agent via the Microsoft Security Copilot portal. 

 To do this:  

1. Navigate to the IAM Shield agent in your Active Agents list. 

2. Select the agent card. 

3. Choose the “Run Now” or “Trigger” action to initiate an immediate agent scan. 

Instruction Content 

 The agent operates based on a fixed, detailed instruction set defined in the manifest:  

o It continuously audits identity and access management configurations. 

o It reviews user role assignments, MFA enforcement, external access, and risk 

anomalies. 

o Its findings include a summarized risk assessment and prioritized remediation 

recommendations. 

 Since this instruction is embedded and consistent, no natural language prompts or free-text 

input from end users are required or supported. 

Viewing Results 

 After automated or manual execution, the IAM Shield agent provide its findings in the portal:  

o Summarized report of IAM risks and anomalies 

o Detailed tables of user access and permissions 

o Summary with action taken and recommendations 

 Users with permission can review and export these results for compliance, audit, or 

remediation planning. 

 

 

 

 


