> iLink Digital
IAM Shield Agent - Installation Instructions

Step 1: Access Active Agents

¢ Navigate to the Microsoft Security Copilot portal at https://securitycopilot.microsoft.com

e Select Agents from the left sidebar

e Choose Active agents, or use the search bar to find "IAM Shield" in the agent’s library
Step 2: Set Up the Agent

e Locate the IAM Shield agent in the Active Agents list

e Click on Set up to begin the configuration process
Step 3: Authenticate Dependencies

¢ To activate the agent, authenticate the required dependencies by providing:

o Client ID: The Application (client) ID for the registered Azure AD application providing
API access

o Tenant ID: Your Azure Active Directory tenant identifier
o Client Secret: The secret key or certificate used for authentication

e These credentials are used by the IAM Shield agent to authenticate securely with Microsoft
Graph API, enabling it to perform automated remediation actions

Step 4: Complete Setup
e Review the configuration and ensure all required inputs are completed
e Select Complete Setup to finalize the installation
e Allow a few minutes for the agent to deploy and initialize

e Once active, the agent will start monitoring and auditing IAM posture per its embedded
instructions
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